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<powershel >
[Met Service PointManager - ServerCertificate\ValidationCallback = {3truel
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[Net.ServicePointMarager]: :ServerCert if icateVal idat ionCal lback = {3truel
$enwv:LoePath = "$erw:appdata¥Trend Micro¥Deer Security Asent¥installer”
Mew-Ttem -path $enwv:logPath -type directory
Start-Transcriet -path "$envilosPath¥dsa_derlov. los” -append
echo “$(Get-Date ~format T) - DSA download started”
{(New-Object Svstem,Net . Mebllient).DownlcadFile https: //app deepsecurity.trendnicro,com: 443/software/agent Mindows/xt
echo ~$(Get-Date -format T) - Downloaded File Size:™ (Get-Item “$env:temp¥azent.msi”). length
echo "B(Get-Date -format T) - DSA irstall started”
echo "$(Get-Date -format T) - Instal ler Exit Code:” (Start-Process -FilePath msiexec -Araumentlist /1 $enw:temp¥age
echo "B(Get-Date -format T) - DSA activation started”
Start-Sleep -5 70 .
$Env:Prosrantiles ¥Trend Micro¥leer Security Asent¥dsa control” - .
& $Erw:Progranfiles ™¥Trend Micro¥leep Security Azent¥dzalcontrol” -a dem://agents.deepsecurity.trendnicra. com: 443/ ™
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New-Ttem -path $env:LogPath -twpe directory
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{(New-Object System.MNet.WebClient).DownloadFile
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echo "$(Get-Date -format T) - Downloaded File Size:™ (Get-Ttem “denv: temp¥agent .msi ). leneth

echo “$(Get-Date -format T) - DSA install started”

echo $(Get Date -format T) - Installer Exit Code:” (Start-Process -FilePath msiexec -frgumentlist “/i $erv:tems

¥agert .msi Jan ADDLOCAL=ALL /1%y "“Berw:LogPath¥dsa_jnstall.log”™™" -Wait -PassThru).ExitCode

echo "$(Get-Date -format T) - DSA activation started”

Start-Sleep -5 70

& $Enw:Programtiles ¥Trend Micro¥Deer Security Azent¥dsa control”

&+$Env+lEogramF\IesﬂEErengFM\cro¥Deep Secur|ty ﬁgent

Stol
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cdA"C:¥Program AFiles¥Trend AMicro¥Deep ASecurity AAgent”

(1) TO0F>B-N0EiFz. U TFORROIVY RTETLET,
dsa_controlA-xA"dsm_proxy://[T0F3 IP 7 RLAX(IHRA NG ] [R— I ES]"
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¥ JOF3Y-)\0 IP 7RLAN[192.168.10.100]. R—HMH[8080]DIHZE. N>R
(FATFCRDFE T,
dsa_control =x "dsm_proxy://192.168.10.100:8080/"

¥ JOFSY-/NORZ M [ proxy.example.co.jp]. R— M [8888]DiHE. IV
REEATFERDFT,
dsa_control —x "dsm_proxy://proxy. example.co.jp:8888/"

(7)) LFOXvE—-SHhE-> TN, J0F39 -\ OEERKERINTY .
HTTP Status: 200 - OK
Response:Add proxy-address:[dsm_proxy] with value:[192.168.10.100:8080/]

TOFIHY—)NORA NG, IP PRLAZBhESIBE. UTTOIOYY RTIOFIY -\ EL
AITFULTHS, BERTEL TR,
dsa_controlA-xA""

jD:‘:/_CDL: nIE%'??DT(A%i’/EZ (i /A(L_Laj'ig_
uun 73\7&(/\ qEJ”E 10 (LL%*iTJF

(I) jD:F/n G uIEEo)iﬁCl -1 nE’lﬁ%ﬁ%u—FH/_t_CJQJ |\ fibgsg_o

dsa_control A-uA"[FREE1 -] [FREE/N\ AT —R]"

¥ SOFIERLEHmRN’I-—Y&[user01]. JXRT— R [pass01]DigE. V> R
TICRDET,
dsa_control —u "userO1:pass01"

JOF3ER5E(E. Basic ZREIDHFIATEET
DlgeSt ) D.Et NTLM ;{JDJ—.E(J-U-/—T_\_ |\LJ_CL/\35-E‘-/U0

(#) SRELBFROETRIVY ROFERFHBHENBVD T, JOVTMHERNEERT T TI,

EiFzEESEBE. LUTFINY RTEREEEREZIVTUTHS, B ELTZEL,
dsa_controlA-uA™"

¥ INPRIODTMIROFIETERI 0. FLEAUER A,
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10. Deep Security Manager (939RH—EX for B—/\—tF1U71D Web EIREmH) (.

11.

BERROT TV NRHERTHA>12LET,

% URL (. [https://cloudone.trendmicro.com/]T9
¥ EREEIBEREL T, [X=ILTRLR]. [NRAT—RIOZsm& A AU, [OT A>T IWILET,

Trend Micro Cloud Ofig"

30 FIRERL o+ aUs

(W-ERXT54

BERAIFFELA

sct?ﬁuzpw
l 4 - b2 |
T - - e
wi BT

@ Trend Micro Cloud One™

Trend Micro Cloud One™

59 FESROrFAUT(H—-EXTSy hIA—A

Workload Security Application Security Network Security

File Storage Security Container Security Conformity

12. Deep Security Manager T73JRY—-EX for B—N\—-tF1U7s I-J1> MBI

DTN ERRULET
Deep Security Manager BIEIOA L(CHD [HR—K] 29Uy, XRENZAZ1-H5
[AARN=IAOVTR] ZIWIUT AV AR AT NS IR —A%EEUET
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— i | 715
ez |
L AT T =

S [
7S x SRR _‘

AgentDAE T O—F

—_ ‘ E l I JEFAz S EENE NS

[ TYRTA=LNOURNTIDRYIRT, I-D12 MeA VA R=)LF 25 =)\ OS ((E%HIZTS

SYRIA-LEIEIRUES

$% Windows Server 2008 R2 BIfg®D OS (& 64 bit DHTY,

¥ TIYRIA—-LNBUIUMNERWMEE, SRTABHIHOTLRL Web T35 %FERALT
WVRUVDMEERRL TLIZE W,

i RightScale, Chef, Puppet, SSHIZY O — JLETERAL T, AgentEFE T2 2 — IL-E LIRS TEET.
Windows&Linud M Zo b 2 — LIC2TI S, A AR — L FESBRL T3S,
DSk T =L il [~]
CloudLinux 5 (64 bit) .
CloudLinux 6 (32 bit)
CloudLinux 6 (64 bit)
| Microsoft Windows (32 bit)
. Microsoft Windows (84 bit) |
| Oracle Linux Release 5 (32 bit)
Oracle Linux Release 5 (64 bit)
Oracle Linux Release 6 (32 bit)
Oracle Linux Release 6 (64 bit)
Red Hat Enterprise 4 (32 bit)
Red Hat Enterprize 4 (64 bit)
Red Hat Enterprise 5 (32 bit)

Red Hat Enterprize 5 (64 bit)
Read Hat Fntarnriza A (2 hity

m

. [Agent ZBE#HI(CERME] 2FIVILET,
¥ ZOTFECHB. [EFIUFTRUS =], [O2E1-9T)—T]. [Relay FIL-T|DEEFEE
RETY,

A= RSBV

RightScale, Chef. Puppet. SSHIZY vy — JLFFRLT. AentZFeh T A —WELIIBRETEET.
Windows& Linwd:A DI S0 b 24 — LI 220 T A A =LA FESRBL TS
TSy Tt — L Microsoft Windows (54 bit) [~]

gentE BEIITAHE

. FaUF UL tL [-]
! SEa—s5IL - SEa-A [~]
Relay4)L —: FSATUFF D Relay )L — [~]

5 Agentpa@UE—EMETII. FALE. A ~E0D. BIUEOHOIONF ESRETIET .
DFE—UESBRL TR,

<powershell>
[Met Service PointManager]:Server CertificateValidationCallback = {$truel
Jenv:LogPath = “$erv:appdata¥Trend Micro¥Deep Security feent¥inztaller”

Mawm—Ttam —math foml aaPath —hona divactars
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15. ROV T M2 GERL, BIUIDOXZ1-H5[IE-UET,

RightScale, Chef, Puppet. SSHiZ&' D — W ETEAL T, AgentEF#h T A — L EIEIS TEE S,
windows&Linud:M D ZF Sk I — LT AL 2R — L FESRRL TS .
FIub T — L Microsoft Windows (54 bith EI

Agent#FE EhET ZAIhE

5 A UT UL L []
| R THa- [
Relay5 )L —: FSAPUTH I DRelay L —F [=]

AgentiaDlE—FEMIE TS, F2HE, (RB. —EDID, fEUEOROION T LERETEET. HlIC2U T A ATV S
DF R — D E SRR TR

wandmicrocom 448 “tenant]D:A 15 1BDE6-TFDF- 1BF4-7E6 1]

—
HLa

EJR?—‘(D) )

16. XEMRZELEL. FIE 15 TAE-URAVUT MEEDTIFET
% AERZAZI—PIRIN-DERDIFIKWEE. [Windows]+[R]F—%#U. [T71/IL£
ZIBTEUTCEIT]E@E T, [&a1](C[notepad]EA UL T[OK]THUE I OMEFITT,

<powershel >
[Met. ServicePointManager - ServerCertificate’aldationCalback = ftrusl
$env LoePath = " Jenw:sopdats¥Trend Micro¥Deep Security fzenténstaller” W
MeiTham —nd | 455 - IR - O -
JPOUE) REE) BEO) EBRM ALTH)
<powershel > .
[Net.ServicePointMarager]: :ServerCert if icateVal idat ionCal lback = {3truel
$enwv:LoePath = "$erw:appdata¥Trend Micro¥Deer Security Asent¥installer”
Mew-Ttem -path $enwv:logPath -type directory
Start-Transcriet -path "$envilosPath¥dsa_derlov. los” -append
echo “$(Get-Date ~format T) - DSA download started”
{(New-Object Svstem,Net . Mebllient).DownlcadFile https: //app deepsecurity.trendnicro,com: 443/software/agent Mindows/xt
echo ~$(Get-Date -format T) - Downloaded File Size:™ (Get-Item “$env:temp¥azent.msi”). length
echo "B(Get-Date -format T) - DSA irstall started”
echo "$(Get-Date -format T) - Instal ler Exit Code:” (Start-Process -FilePath msiexec -Araumentlist /1 $enw:temp¥age
echo "B(Get-Date -format T) - DSA activation started”
Start-Sleep -5 70 .

$Env:Prosrantiles ¥Trend Micro¥leer Security Asent¥dsa control” - .
& $Erw:Progranfiles ™¥Trend Micro¥leep Security Azent¥dzalcontrol” -a dem://agents.deepsecurity.trendnicra. com: 443/ ™
Stop-Transcriet .
& echo “BlGet-Date -format T) - DSA Deployment Finished
<Foowershel [>

R R

17. TH5 4 47B®. [dsa_control” -a]Di7&:&RLFET
ITESEEMTEERZTREMENDDET
¥ COITICIE. BEHREBOD[tenantID]. [tenantPassword [h'se&cNTWVE T

2 IR & P (X [dsa_control" -a dsm://agents.deepsecurity.trendmicro.com:443/
"tenantID:*************** n "tenantPassword: ****************"]‘6@'0
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IPOUE) REE) BR(Q) ERQ) ALTH)

g T - XTIE [=[= [

Spowershel 1>
Met.ServicePointManager]: :ServerCert ificateVal idat ionCal lback = {$truel

$ern:LogPath = "Serviappdata¥Trend Micro¥Deep Security Azent¥instal ler”

New-Ttem -path $erv:logPath -twee directory

Start-Transcript -path "$env:LogPath¥dsa_deplov. log” -append

echo “$(Get Date ~format T) - DS54 download started

(New-Ubiect Svstem.Met . WebClient).DownloadFile .
("httes://app. deepsecur ity trendnicro. com: 443/s0f tware/agent Mindows/x86 64/, $env temD¥agent.msi )

echo $(Get-Date -Tormat T) - Downloaded File Size:™ (Get-Item "$env: temp¥agent .msi 7). lenath

echo "$iGet-Date —format T) - DSA install started”

echo “$iGet-Date -format T) - Installer Exit Code:”™ (Start-Process -FilePath msiexec -Argumentlist /i $erwitems

Yagent.msi /on ADDLOCAL=ALL /1%y ~"$erw:LogPath¥dsa_jnstall. log™™" -Wait -PassThru).ExitCode

echo “$(Get-Date ~format T) - DSA activation started”

Start-Slesp -s 70

& $Erw: Programt i les ¥Trend Micro¥leep Security Agent¥dsa cont rol”
. $Er:Pr Agnt¥ i

Stop- Transcm
echo “$ilet- Date ~format T) - DSA Deployment Finished”
<oowershel 1>

~

RUFRTRU TIZE L,
X EIEFFRUERREZVTOSXEIRTY .

18. :#RUAT%. JE-LES([CtrI]+[C]).

19. [T71 JL]*[%E%E]'C\ R ERBEEZRRUET .
X [BEENOZREAFTREFLEIN ? 1ETRE. [REFEULRV]ZERLEY .

¥ BEHOARMFRRMINGSS. [BER] [ CTHDIRT | ICFIvIZ ANT, XEREZHD

E| B - ATIR L= [= [
IR | REE) BEO) {|FEQN) ALTH)
L e S Cert f icateVal idat ionCal lhack = ($trug] .
erlertiticateVal idatiorCal lback = {$true
EH@ Cr0  rd Micro¥Deep Security Agent¥installer”
FEERF(S) Crl+S  bpe directory
SRR TREA). . ePath¥dsa_deploy. log” -apperd
HJW & 0S4 download started”
A-ZEREU].. t ). DownloadFi e .
ERI(E)... cti+p  pemicro.com:dd3/sottware/azent Mindows/<86_64/", “$eny:temp¥azent .msi”)
Downloaded File Size:” (Get-Item “dernv: teme¥azent .msi ). length
HEMRDFE T (X) Osh install started”
echo Fllket-Uate ~format = Installer Exit Code:” (Start-Process -FilePath msiexec -Argumentlist “/i $envitems

¥agent.msi Zon ADDLOCAL= ALL /%y " "$enwiLogPath¥dsa_jnstall. log™™" -Wait -PassThru).ExitCode

echo “$(Get-Date -format T) - DSA activation started”

Start-Sleep -s 70

& $Erv:Programt i les"¥Trend Micro¥Deep Security Agzent¥dsa cont rol”

& $Erv: PogramF\ les” ¥TrendM\cro¥Deep Secur\‘[ ﬂ\gent\{
10: 4 S [ 3

g t
echo "$(Get-Da’(e ~format T) - DSA Deployment Finished”
<oowershel 1>

20. JE-NEZEDFIFES ([CErI]+[V]).

| £RE - TR
PR REE) FH(0) BRM ANLFH)

dsa_control” -a dsm:/fagents. deepsecurity. trendnicro, com: 443/ “tenart [D: 41518086 - 7FDF - 1BF4-7E61 - ACFC5E3902007
“terantPassword: 401337F2-4200-C20B-C27E-14818F29B85C7

21, SROMHITEATZ . A'R ETUU T OLITHITUES
AlFHFAAR-R 1 DZBHRLET,
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2RI

dsa_control" A -a A dsm://agents.deepsecurity.trendmicro.com:443/ A
"tenantID:[BE DT>~ ID]" A"tenantPassword: [BEHRODTF> MNIXT—R]"

ZE%(dsa_control DD IINIA—T—23>3—-0(")1 DZEDFELE)

dsa_control A-aAdsm://agents.deepsecurity.trendmicro.com:443/ A"tenantID:[$
EZROTFH> N ID]" A"tenantPassword: [BEARDTF> MNIZT—R]"

22. BIOFIE(FIE 22) TINTURATZ. #RLIE-UEY,

IPIUF) BMO) ERN) ALTH)
|

A =E1{8)] Ctrl+Z
SINERDET) Chrl+
aF—{) Ctri+C
BRI Chrl+y

=2 - ER -8

23. O RJO I NEEARTERRAUET .

24. XV RIOCTNEE ETHEIIYIL AZ1-hS[AEDF 12ERUES .

ERE - AR

IR REE) EH(0) EFN ~TH)

= EIEE: C:¥Windows¥system32¥cmd.e

aE—()
BRI
FATER(S)
ZA0-)1(L)
REF)...

25. DBTATORRICH—YI D H 2L ZMEEEL T, Enter 3 —%#LF T,

26. RITHERZHEELE T,
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27.

T oS5 EmE I T, [Command session completed. | THONIETE T T,

HTTP Status: 200 - OK

Response:

Attempting to connect to https://agents.deepsecurity.trendmicro.com:443/
SSL handshake completed successfully - initiating command session.
Connected with AES256-SHA to peer at agents.deepsecurity.trendmicro.com
Received a 'GetHostInfo' command from the manager.

Received a 'GetHostInfo' command from the manager.

Received a 'SetDSMCert' command from the manager.

Received a 'SetAgentCredentials' command from the manager.

Received a 'GetAgentEvents' command from the manager.

Received a 'Getlnterfaces' command from the manager.

Received a 'GetAgentEvents' command from the manager.

Received a 'GetAgentStatus' command from the manager.

Received a 'GetAgentEvents' command from the manager.

Received a 'SetSecurityConfiguration' command from the manager.
Received a 'GetAgentEvents' command from the manager.

Received a 'GetAgentStatus' command from the manager.

Command session completed.

AEZE(CTIZIRY—ER for Y—N—-tF1)T4DI-J1> MR IUNESCHERTUEL
Io

U ETAOARIETE T TS o 1V AM—ILDIEER T 2RI Bt REOFIRZEML X
ED
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