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URL: http://www.fortinet.co.jp/
Cc.ategorxz Information Technology —
Client IP: 192.168.1.1

Server IP: 203.138.186.202
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Web Filter Categories

FortiGuard URL Database Categories are based upon the Web content viewing suitability of three major groups of
customers: enterprises, schools, and home/families. They also take into account customer requirements for Internet
management. The categories are defined to be easily manageable and patterned to industry standards.

Each category contains websites or web pages that have been assigned based on their dominant Web content. A
website or webpage is categorized into a specific category that is likely to be blocked according to its content. When
a website contains elements in different categories, web pages on the site are separately categorized.

Descriptions of the categories are designed to assist the reader with category comprehension only; they are not
meant to depict any form of symbolic representation of the individuals who own or surf these sites.

Adult / Mature Content

Category Description Tests

Pooron  Webstsertaingtosboronat

information, legal issues, and organizations.

Aoy Tty trsto i

Organizations campaign or lobby for a cause by building
public awareness, raising support, influencing
public policy, etc.

I

alcohol products and accessories.

Alternative Websites that provide information about or

Beliefs promote religions not specified in Traditional
Religions or other unconventional, cultic, or
folkloric beliefs and practices. Sites that
promote or offer methods, means of
instruction, or other resources to affect or
influence real events through the use of spells,
curses, magic powers, satanic or supernatural
beings.

Oute Wbttt low itk

contact and communicate with each other
over the Internet, usually with the objective of
developing a personal, romantic, or sexual
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=1 monitor-all Monitor and log all visited URLS, proxy-based. 0
=3 wifi-default Default configuration for offloading WiFi traffic. 1
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| Source Traffic(T# hrAvr s K OMB) /£ 2 o4 2 F (0 s Session s |
192.168.1.1 r g 224 MB /6562 MB 89,18 11593 269 |
192 168, 1. 99 [+ 53.1MB/153M8| 008 20016 67.3% |
162.168.1.110 937 KB/ 57 MB! 0.9% 1503 L m
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1119 21 KB/ 10KB 0.0% 1" 0.08 |
10111 IKB/1KB 0.;m 2 0.0\J
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172.16.78 32-test user 1KB/2KB 0.0 6 om
4111 1KB/OKB 0.0% 1 0.0
IARKE ] 1KB/OKB 0.m 1 0o
2111 1KB/0KB 0.0% 1 0,08 |
s1.1 1KB/OKB 0.0 1 om
8111 1KB/0KB 0,08 1 0.08 |
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172.16.78 88-1est user OKB/1KB 0.0% 2 0.08 |
P=&A. 756N/ 625 W0 b=2n:
31
B T oSy KO A Sy KO

1 F—FEREODZ\ERETOEZYS 3R
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Top Applications

L PESZ PAL T ; .
hitips 214 MB /6526 MB | 6441 TR
sh = u.rmlom] 7.0 an zm!
dns | 7T4AMB/55M8 LT 2774 7608 |
udp | 1MB/6OME Los 219 u\l
Hip | T72KB /24 M8/ 0. 15 1148 27 |
% 12MB | M2 KB 0.9 538 L |
skypa portals nw;snml 0.2% 80 0.2 |
facebook 47K8 /985 K8 018 10 0.8 |
google services 117 KB / 843 KB 0.1% 75 0.25 |
nittps browser 238 KB ) 442 KB | 0.18 85 0.
aitter 27 KB/ 642 KB 0.1% 8 0,05 |
microsoft teams 126 KB ) M9 K8 | 0.1% 28 0.1% |
google.accounts 59 KB / 335 KB | 0. 1% 50 o.18 |
yahoo services 52 KB / 338 KB 0.1% 39 0.1% |
Mip browser_chrome 6 KB / 365 KB | 0.08 4 0.1% |
micrasoft outiook office. 365 161 KB/ 189 KB 0.0% 1 0.0 |
root cartficate ur 8 KB /287 KB 0.00 4 0.0% |
microsoft ofice update 20 K8 /148 KB 0.08 6 0.0% |
microscft authentication GAKB/T75KB 0. " 0nm
wenamicro wibs 33KB 1658 | 0.0 1 0.08
Other B3I KB/ 154 KB 0.08 621 14 |

=AM/ S8 W L L
W

BTy by Fm {29 Fm

TF—SERBROZV\T7TVS—23 > E7DEYSa

Top Destination

Destination s Session b
163.172.17.132 R 6 MB /3652 MB 158 2 0,08
151.101. 1. 183{www vaultproject. io) 1 p— 28MB/2015MB 2.5 4 0.0%
208.91.113.55 & 448MB/9.1MB 718 1042 an
52218133 51 657 KB / 39.8 MB an 2 0,08
208.91.113.192(forsicloud com) I 44MB/T2MB 1.3 55 0.1%
74.125171.137 | 114 KB /8.1 MB LIS 2 0.08
8.8.8 B{ucs02 engageya com) 23MB/58M8 L1s 6025 13. 2%
40.100.2.114 1.3MB/16MB 0. 48 326 0.7
23.35.196 45(icre trendmicro.com) 235KB/ 24 MB 0, 4% 178 0. 4%
150.70.178 .32{trendmicro. com) S42KB/19MB 0.5 536 L2
173.243.138.194(guard fortinet net) 23MB/0KB 0.3 W66 2018
111.221.29 253(data microsoft.com) | 152KB/22M8 0.3 88 0.1%
172217.27.74 [ 242KB/2MB 0.3% 60 0,2
208 91.113.189(support fortinet com) | 1.2 MB /922 KB 0.3 316 0.7%
232111247 (iore trendmucro. com) | 410 KB/ 1.5 MB 0.3 458 1,08
1378947 | 1.2MB /612 KB 0.2 a5 0N
200222 147.38 | 18MB/0OKB 0.2 9666 2118
96453364 | 15MB/0KB 0.24 W66 M1
40.100.2.82 242KB/12MB 0.2 342 0.7%
40,100.2.98 232KB/12MB 0. 328 0.7
Other 1 6.7M8/296MB L5 6939 155
b= TRIW/ BSLW b=sn:
TS

BENTO AT FOR W A4 F o

TF—9EREOZ BEBDRELEDOEYS I

# Traffic AnalysistD7T —29%METIRICE, BLTOEFFHN0ETT.
IV —23 23 O0-NMCTOJERBTES 723> (JOvy. E-9F) THaT L.
cARUS—TRTOY L3 L O0IEERIT ST
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<SEBEHR>

Traffic Analysis

SEFTTCIN, UTOLEIBMNA 2 M EREITZICENTEFET,
« PP 7 AIWHRBT7IVO—23 2 ERUL TRV,

ERALTUWEISS, oSN TULVRLWRIEERT - BENRELTVDOEENHDET.

FortiGate Tl O LSRR T TV —> 3 EZRIETRICENTEET,

 BlEEEEIT IS EFERLTULRLD,
FHLTWEBS, a7 'J(T—&a>>‘irii£ﬂ_L»'C'V\%.’vajéa‘{f.'lzh"aaszjﬁ‘g*.,
VE(ICILU TFortiGate T O LSRR 7 IV —2 a3 58It 3 &N TEFET,

FortiGateTHIHITZS 77 U —> 3 I EFTFREEZBLTLLIES L,

« http://fortiguard.com/appcontrol

<Web Activities (Web Y- FOFIARIR) >

Most Visited Websites
Web Site Visits 1 | Estimated Browsing Time 5 |
clients 1. google.com || 31 HL B 0 02m 435 52, 6
210.96.76.18 [ | 12| 20.1% | D0h 01m 428 Zn
googhe.co jp 1 4| T.0% 00h 00m 00s 0.
apis.google. com I 3| 53| 0N 00m 00s 0.0
wibs-svc-nabu-aal irendmicro.com | 3 bR DD O0m 40 120
yahoo.co.jp | 3| i3 O 00m 05s L6 |
fortiguard com | 2 1.5 00h 00m D0s o, o
mwtric.gstatic com | z| | D0h DOm O0s 0,
ki co.jp | 1| 1. 5% [0k 00m D0 0.
&5l gatatic.com | 1| 1. 5% 00n 00m D0s 0,
wenw, abod.com | 1 1.5 (i 0m Obs o, o
www googleagis com | 1| . 8% | 00N 00m Dis 0. 0%
e XY COm | 1 L 8% DOh 00m D0 (0
SaBOWEING GoOgIeapEs. com | 1 1. 8% | 00R 00m O0s 0. o
update googhapis.com | 1 (- 00h 00m Dis 0, 0%
L k=22 57 b—#a: 0h 05 10s]
TERE=H/EWEBY -
Most Vieited Web Sites by Most Active Users
Lser % %ob Site 5 | wm
96, 5 | clients1 google com foo | 2
210.06.76.18 2.5 | R 12
googie.co.jp na| 0 4
apis, googhe com 55| | 3
| wibs-sve-nabu-aal rendmico. com smn|l 3
| | Other #.o | 12
| mser | 1 5% | www.abcd.com s0.0 (| 1
l www xyz com 50.0n || 1
=& A 57
[ F

T 1—-YZ EOWEBHIFBEFR L EHEFXWEBY -1 FODMER
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Threat Analysis
L) Bd
Threat Category Level | Score |
Failed Connection Atlempt Firewall Control Low | I 5035 70, 6%
chents 1 googie com Search Engines and Portais High i 630 S8
219.06.76.18 Unvated High | 360 5.0%
Blocked Connection Attempts Firewall Control High ‘I 180 25 |
google.co.jp Search Engines and Portals High | 120 LT
apis google.com Search Engines and Portals High l 9 L3 |
yahoo co jp Search Engines and Portals High . 90 L3
wibs-svc-nabu-aal trendmacro.com Information Technology High | 90 Las|
fortiguard com Information Technology High | 60 0.5 |
www.abod com Malicous Websites High | 60 0.8 |
metric gstatic.com Search Engines and Portals High | 60 0.5
HTTP.URLSQL Injection Attack High I 60 0.5 |
Blocked Connection Attempts Firewall Control High | 60| 0. 5%
virus_test Matware Crivcal | 50 o
Unscanned or uncertamn Matware Critical 50 0N
tcp_syn_fiood Anomaly Critcal | 50 0.7 |
WWW_XYZ COm Information Technology High 30| on
Attack High | 30{ 0.1 |
NetworkActiv. Web Server XSS Attack Medum | 20 0.3%
bittorrent p2p Low | 5 018
[t 4
| 7130|

170y OURWEBY A hEZDHFTIY

% Web Activities®D7 —9EBETHIC1E. UTOFFHNwETT,
cWeb DI 2ICCOJEREBTCEZI 73> (JOvy. E29%F) THHITL.
AR —TF A UTFOYFEBETORY 3 OO EH0IE ST &,

# JOwIULTI=Webt - 3 Treat Analysis®DTop ThreatsliCF RN FET.
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<SEBHR>
Web Activities

EEFZTTIN. LUTOELSEMA 2 FEEETDICENTEFT,

« BIREWEBY 1 MORIESNIEWEBY 1 FADT O AN FREL TLVRLD,
[Malicious Websites] . [Phishing] . [Spam URLs] ADQFP U2, 5L MEFRSWEBY
DT OICANRELTVWERS, CFaUT LOURINRELET.

SWEBY A A FortiGate T EDAFIUICHMENTZNITEEZERUTLSIEZL,
« http://fortiguard.com /webfilter
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6 FortiGate E COJ&ESRIDIGE
FortiGate '607&SRIDIEERIALET,

6-D FortiGate LT FortiView ODDJESRI IRE
HESEREEmICOT 1 V&, TRIRA VICT FortiView ICA—=VILEENDE. £ JvD3TDE
[FortiView] XZa1—1D'EBEaSNdD T, ERLIZWEBB Il »T7UT—3>] [Ch—=Y
ZENDEBTCEIU YD ULFET, XZEOTEERLUT, 7LD v DT DT ETHBIBRNTER
TEFET,

B PTUT—23Y

=y e e T
- T ¥ 8O Tl - oE- B- & @

S | ¥ i g - HFET PR T e Eaiea ey

T (v el by - 200 hE — a S e,

e

. Fortiview

6-@ FortiGate L TOJ&ULR— ~DOTESRT IBE
MESEIBEBEICOT 1 V. TR VICT ITaP&UMNR—K] [CH=YILEEHDE. D JwvD
IBE TOT&UMN—F] XZa—DRESNDDT. ERUEWNIEBS INED O-=AILEST 1y
D1 ICHA=IINEEDETED Uy DO ULET, XZIOTZRIRLTC, 9TIWD)wDITBCET
SFMBHmOER CEEI,

B O-AWES71vD

o A — - Mpe
0 VPN < -] a8 &
& 1-HEF/\A2 r % B8R E{E FIAZ ®x FIVr—3% iR/ 9E
1 L2 ] . Wb Management{HTTPS) 241 kB/10550k8
WFEZAr»F2 100
® s 12 10 ) . Véeb Management{HTTPS) 725B/3138
M O & Lft— e ’ . Wb Management{HTTPS) 2829kB/ 3959 k8
Lol ) . Web ManagementiHTTPS) 2470kB/3380kB
nE ] . Web MaragementiHTTPS) J258/3138
Be ] . Web MaragementiHTTFS) 725873138
AZD7F =2 e ) . Wb MarapementiHTTPS) 7298/ 3930
LATIN AR & L] ) ’ . Web MaragementiHTTPS) 489B/ 3538
S o7 Lol LA RV7GLD? ® LINTV iR o Web ManagementiHTTPS) I00kB/202kB
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&, 071 2 +1)L5E0) (RREr) NoBEZRETDCETERLULCNBIEDOOIZERI D
CENTRETT,

@ MO8l 220Uy oL, URRN5Q M8/65] 28 RL, BIEBIBZ0AL VY —B81Y
BiR. EUSEIFRANTEEL. RTBBZERICONL VY —BHER. € UIEIFRIANTERE
IBDCETEREUZEBDBRDODOINER TEXT,

I T BBEAN-VILTERUZIKETAL VY —BHERUENERIBBIFEEBCIE > TULEN
EE
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Fortinete. FortiGatee, FortiCaree. FortiCloud. KU FortiGuarde [ Fortinet, Inc. DEIZE
ETY, ZOMEHENTND I A2 —T 1Ry FREBEIT 72 —F7 1Ry ~FOBETT

Google RKU Google Chrome™ TS5t (3 Google Inc.OEIETYI,
Mac OS [F. KERKIXCMOER TERINIZ Apple Inc.OBIEZTYI,
Firefox. Thunderbird (& Mozilla Foundation OBZ T,

Java 3. Oracle Corporation RMUOZDFEL., BEBESHOKXENRUOZDHMOBEICRITD
SRBIETY,

Microsoft. Windows. Windows 10. Internet Explorer. Windows Live. Excel &K Outlook
Express &, #E Microsoft Corporation DXEROZDOMOBEICRITDEFBELIIFIETT,

Microsoft Corporation M1 RS+ VICHR> CBEBEEZFERALTCIET,
ZFOMORRE., BMIBHOBIEXCIIERBIEZTI,

76



